
Is this connection secure?
Posted by syncro103 - 2009/11/11 04:46
_____________________________________

Hi,

This seems like a great service, but excuse my concerns- is the data I put into websites and such (credit card #'s,
passwords, account #'s, etc.) secure?



I read all these warnings re: using free wireless access points and the possibility of someone siphoning off your private
information w/o you even knowing it.



I'm looking for an occasional use connection point to the secure internet while traveling.



Thanks for your help!

Paul

============================================================================

Re:Is this connection secure?
Posted by matt - 2010/03/01 15:20
_____________________________________

this connection is no different then any other internet connection. if you do

not encrypt your data from point A to point B, a person in the middle can 

examine the data if they wanted.



For example, when you use a credit card to pay for something on a website

you are setting up a SSL connection between your computer and the website.

This means your communication is encrypted from your computer while it

goes over the internet to the website. It means someone in the middle will

have a very very hard time determining what you sent.  Notice when a 

website URL changes from http to https. The https means it is encrypted.



But if you send the credit card data in plain text.. anyone along the path from

point A to point B could read that information.



Naturally no one here who manages this dialup service would do such a thing

but once your data leaves our network we have no idea who could be in the

middle.



So with that said... take the same precautions that you do at home on cable

or adsl.. as you do with using a free dialup service!!! Encrypt your data via

https or vpn software provided by your work place.



matt
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